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Abstract— Self-healing key distribution schemes are particularly useful when there is no network infrastructure. Self-healing mechanism can allow group users to recover lost session keys and is therefore suitable for establishing group keys over an ad-hoc wireless networks, where broadcast messages loss may occur frequently. Key distribution scheme permits a group of users to sponsor a user outside the underlying group for one session, and then the key distribution scheme is of sponsorization capability. A self-healing key distribution scheme with favorable properties is proposed. Firstly, the distance between two broadcasts used to recover the lost one is alterable according to network conditions. This alterable property can be used to shorten the length of the broadcast messages. Secondly, any more than threshold-value users can sponsor a new user to join the group for the subsequent sessions without any interaction with the group manager. Thirdly, the storage overhead of the self-healing key distribution at each group user is a polynomial over a finite field, which will not increase with the number of sessions. In addition, if a smaller group of users up to a threshold-value were revoked, the personal keys for non-revoked users can be reused.

Keywords— Authentication, infrastructureless wireless networks, ad-hoc network, self-healing, key distribution, secret sharing.

I. Introduction

To design an efficient and secure key distribution scheme, the factors such as application requirements, network topologies, and packet loss characteristics of the wireless networks should be considered. Wireless networks have peculiarities such as no fixed infrastructure; nodes should act independently from any centralized controller. Key distribution broadcast for a particular session might not reach a user. Requiring re-transmission would contribute to the traffic on a network that might already be heavily burdened. So, sending essential messages reduces vulnerability. Hence, non-interactive key distribution solutions are not only favorable but also necessary.
II. Related works
In 2008, Biming Tian and Mingxing He, proposed novel properties for Self-healing key distribution. The secret sharing scheme is improved, which enables users select their personal keys by themselves instead of being distributed by group manager and users can reuse their personal keys no matter the shared secret is recovered. Firstly, the scheme reduces storage overhead of personal key to a constant. Secondly, the scheme conceals the requirement of a secure channel. Finally, the long-lived scheme is more efficient. Long-lived scheme means, before the starting of the next m sessions, only user, who revoked in previous m sessions and will join the next m sessions, reselects his personal key and submit it to the group manager to verify its validity. There are no requirements of secure channel between users and the group manager. This is the best way to extend the lifetime of personal key. An efficient computationally secure self-healing group key distribution scheme is developed by the novel secret sharing scheme.                   
In 2005, On threshold self-healing key distribution scheme was proposed by German Saez. Self-healing key distribution schemes enables a large and dynamic group of users to establish a group key over an unreliable network. A group manager broadcasts in every session some packet of information in order to provide a common key to members in the session group. The goal is that even if in a certain session the broadcast is lost, the group member can recover the key from the broadcast packet received before and after the session. In a self-healing key distribution scheme, a group manager provide a key to each member of the group by using packets that he sends over a broadcast channel at the beginning of each session. Every user on the group computes the group key by means of this packet and some private information supplied by the group manager. Multiple groups can be started by the group manager for different sessions by joining or removing users from the initial group. Reach more flexible performances.

In 2002, Staddon, S.Miner, M.Franklin, D.Balfanz, M.Malkin and D.Dean proposed, Self-healing key distribution with revocation. Users are capable of recovering lost group keys on their own, without requesting additional transmissions from the group manager, hence key distribution mechanisms as self-healing. A user must be a member both before and after the session in which a particular key is sent in order to be able to recover the key through self-healing.

 The start of each session, the group manager broadcasts a packet containing that session’s key. Because group membership is dynamic, the key distribution broadcast targets only current group members. In order to recover a lost session key, the user must have received key distribution broadcasts for any two sessions which “sandwich” the session corresponding to the lost key distribution broadcast. Hence implement self-healing key distribution for the sequence of sessions, it is possible to miss all but the first and last key distribution broadcasts, and still be able to recover all the session keys. Advantage is decreasing the load on group manager and reducing the risk of user exposure through traffic analysis. This existing scheme achieves high communication overhead and the maintenance cost is expensive. Hence, a new method, self-healing key distribution with sponsorization, proposed to reduce storage overhead as well as communication overhead.








         TABLE 1 

                              NOTATIONS

GM

        The group manager

U

                          The finite set of all users of a network

Ui

                          The i-th user


n 


        Total number of users in the network

m                                            Total number of sessions

Rj
The set of users revoked by GM in session j.

Rj1
A coalition of users revoked before session j1.

Jj
A set of users who join the group in session j.

Jj2
A coalition of users who join the group before session j2.

Si
Personal key of user Ui in the security model.

Gj
Communication group in session j

Kj
Session key chosen by GM in session j

Bj
Broadcast message during session j

Bj1 and Bj2
Two parts of broadcast message Bj

Bj1(i)
Part of broadcast message of user Ui during session j.

t
The maximum number of compromised users.

T
The maximum number of keys user can recover one time.

f( )
One-way permutation without collision
rj(x)
A revocation polynomial

sid0
A random initial session identifier of GM.

sidj
GM’s identifier in session j.

Wj
A set of identifiers of all revoked users for sessions in and before session j

r1j,…rjwj
Identifiers of revoked users for sessions in and before session j.

s(i,y) 
Personal key of user Ui.

s(i,sidj)
Personal key of user Ui with sidj in session j

Pjli
A proof of sponsorization generated by Ul in Gj to sponsor a user Ui not in Gj for session j

_______________________________________________________

III. PROPOSED SYSTEM
A. System Parameters

Communication group is the dynamic subset of users of U. Group manager sets up and manages, by means of joining and revoking operations, a communication. Each user Ui in the communication group Gj, holds a personal key Si, received from the GM, before or when joining Gj. Session keys Kj are chosen independently according to the uniform distribution. Kj can be determined by both Si and Bj. Kj can also be computed by the user who is not in the communication group, sponsored by more than t users in the group, by means of Bj and sponsorization message.

B. Security Model
The model proposed here is similar to the one given in [20]. The self-healing key distribution scheme with sponsorization satisfying the following conditions:
1) The scheme is a session key distribution scheme, 

(a) For each user Ui in Gj, the key Kj is determined by Si and Bj. 

(b) Keys K1,..,Km cannot be determined from the broadcast or personal keys alone. 
2) GM can generate a broadcast message Bj such that all revoked users in R, even knowing all the information broadcast in sessions 1,….,j, cannot recover Kj.
3) The scheme is self-healing.

(a) Every Ui in Gj, who has not been revoked after session j1 and before session j2 can recover all keys Kl for l = j1,…,j2, from broadcasts Bj1 and Bj2, where l ≤ j1 < j2 ≤ m with j2-j1 ≤ T.
(b) Let
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Rj1-1U…UR2 be a coalition of users joined before session j1, where|
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j1|≤t. Then users in 
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j1 together cannot get any information about Kj1, even with the knowledge of group keys before session j1.

(c) Let
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j2 subset or equal to Rj2+1U… UJm be a coalition of users join after session j2, where |
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j2|≤t. Then, users in 
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j2 together cannot get any information about Kj2, even with the knowledge of group keys after session j2.

4) The scheme has Sponsorization capability.
(a) Every user Ul in Gj can generate a proof of sponsorization Plij, to sponsor a user Ul not in Gj for session j using his personal key.
(b) A user Ui not in Gj who receives more than sponsorizations from a subset of users in session j, together with the broadcast information, can compute the Kj.

C. Construction
1) Setup
      G1=U1,..Un, the corresponding identities of users in G1 are 1,…,n. Let t be a positive integer. The GM chooses at random a polynomial s(x,y) = a0.0 + a1,0x+a0,1y+…+at,txtyt and a random initial session identifier sid0. GM sends sid0 and personal key s(i,y) to user Ui(i=1,2,…n). GM randomly selects T session keys.
2) Broadcast

     In jth (j ≥ 1) session key distribution, given a set of all revoked users and its corresponding identifier set Wj = rj1,….,rjw for sessions in and before session j. GM computes the following operations:

(a) GM computes its j-th session identifier sidj=f(sidj-1).

(b) GM constructs Pj(x) = rj(x)Kj + s(x,sidj), where rj(x)=(x-rj1)…(x-rjwj) is called revocation polynomial and s(x,sidj) is called a masking polynomial.

(c) GM broadcasts message Bj=Bj1UBj2. The first part of the broadcast is defined as follows:

Bj1={Pj(x)                                        j = 1,2


       {Max(Pj-T(x),P1(x)),…,Pj(x)} j=2,..,.m     

The second part of the broadcast is Bj2=Wj.
3) Key computation

       Any non-revoked user Ui receives the Bj. He first computes the session identifier sidj=f(sidj-1), replaces the previous session identifier sidj-1by the current value sidj for j ≥ 1. In case j = 1, sid1 is stored. Ui constructs rj(x) by Bj2. Finally Ui computes the session key:


Kj = Pj(i) – s(i,sidj) /   rj(i)     ---- (1)
4) Self-healing

        Let Ui be a user that receives session key distribution message Bj1 in session j1 and Bj2 in session j2, respectively, but not the message Bj for session j, where l ≤ j1 < j2 ≤ m and j2 – j1 ≤ T. User Ui can still recover all the lost session keys Kj for j1 < j < j2 as follows:
(a) In j1-th session, Ui first computes sidj1 = fj1(sid0), rj1(i) and Pj1(i) from Bj1. Then  Ui recovers the j1-th session key:

                                 Kj1 = Pj1(i) – s(i,sidj1) /   rj1(i)  ------ (2)
(b) In j2-th session, Ui first computes sidj2 = fj2(sid0), rj2(i) and Pj2(i) from Bj2. Then  Ui recovers the j1-th session key:

                                 Kj2 = Pj2(i) – s(i,sidj2) /   rj2(i)   ----- (3)
(c) For j = j1+1,…,j2-1, Ui first computes sidj=f(sidj-1). He recovers Pj(i) and rj(i)from the broadcast messages. Finally Ui recovers the j-th session key.

Kj = Pj(i) – s(i,sidj) /   rj(i)  ------ (4) 
5) Add or Revoke users

                 When GM wants to add a user Ui’ (i’≠1,…,n) 


    starting from session j, he sends personal key s(i’,y)


   and sidj via secure communication channel. If a Ui 

is revoked in session j, his identity must  be           included in the second part of the broadcast message in the following sessions. In particular, once a user Ui is revoked, he must be revoked in all future sessions.
6) Sponsorization

    If a user Ul in Gj wants to sponsor a user Ui not in Gj for session j, then he computes (l,s(l,sidj)) from his personal key s(l,y) and sends it to privately to Ui. Ui can compute s(x,sidj) after receiving t+1 sponsored messages from user subset. Therefore, he can compute s(i,sidj). According to broadcast message Bj, he computes Pj(i) and rj(i). Consequently, the user Ui can compute the session key as :

     Kj = Pj(i) – s(i,sidj) /   rj(i)   --------- (5)
  The above self-healing key distribution process has been illustrated in Fig1. 























Fig. 1 The process of the self-healing key distribution scheme with sponsorization, where the panes are operations which must be executed in each round, the dashed frames represent the operations which may be executed in one round of the scheme.
IV. Analysis of performance

This section begins with the analysis of the security of the pr proposed scheme. This is followed by a discussion of implicit authentication of session keys, and a possible solution to the secure distribution and verification for broadcast messages. This section concludes with an analysis of efficiency of the proposed scheme in terms of storage overhead and communication overhead.

A. Analysis of  Security

Session key recovery by a user is described in key computation phase of the construction. The session keys are chosen according to the uniform distribution and independence of the personal keys, it is straightforward to see that the personal keys alone do not give any information about any session key. The set of session keys cannot be determined only by broadcast messages.  To recover the session key Kj from the broadcast, revoked users in R must compute rj(i). However, for all revoked users Ui, exists rj(i)=0. Therefore, Kj is safe.
For any Ui, who is a user in session j1 and j2(1 ≤ j1< j2 < m and j2 - j1 < T), by the method of key computation step in self-healing phase. User can recover the all session keys before session j2. This is a stronger self-healing scheme. Ui in Rj1cannot get any information about the current session key Kj. Therefore, the backward security is kept. Ui in Jj2, cannot compute the session key Kj, thus the forward security is kept. Every user Ui, can generate a proof of sponsorization Pjli to sponsor a user who is not in the group for session j using the personal key. User who is not in the group, receives more than t+1 sponsorizations from a subset of users in Gj can recover the session key Kj.  User gets a unique j-th session key.
     Kj = Pj(i) – s(i,sidj) /   rj(i)                  ---------- (6)
B. Implicit authentication of session keys

    Any external attacker cannot generate the session key. An external attacker is an adversary who is neither a current user of the group nor a revoked user from the group. Although this attacker can intercept some broadcast messages, he is not yet able to generate the session key. Any internal user who has been revoked cannot generate a new session key. Any internal valid users up to t+1 cannot generate the session key. This property is obviously held since the scheme is (t+1) – threshold key distribution scheme.  Any internal user can generate the session key of  any session the user belongs to. Finally, can compute the session key. 
                Kj   = Pj (i) – s (i, sidj) / rj(i).           -------------- (7)
C. Analysis of Efficiency

In terms of storage overhead, our scheme requires that each user stores a personal key of size (t+1) logp in each session. It comes from the procedure of Setup and after receiving the session key distribution broadcast. The user identities can be selected over a small finite field, one can ignore the communication overhead brought by the broadcast message of the set Wj. Thus the size of the broadcast messages in the j-th session is Ttlogp.

V. Results
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Fig.  2.  Possible values of m and t with 64 kB packet size of broadcast for different Self-healing key distribution schemes.

VI. 
CONCLUSION 
A new self-healing key distribution scheme was proposed. The proposed scheme has sponsorization capability and enables a large and dynamic group of users to establish a session key for secure communications over an unreliable wireless network. In order to shorten the length of broadcast messages, the distance between two broadcasts used to recover the lost one. The storage overhead of the personal keys is a polynomial , which will not increase with the number of sessions. The proposed scheme has been analysed to prove that it is secure and self-healing also achieves both forward security and backward security. In f act, the personal keys can be re-used on condition that less than t+1 users are revoked. In addition, the scheme has reserved for forward security and backward security, which are imperative properties for group key distribution.
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